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(57) ABSTRACT

This invention integrates with a country’s customs and
immigration system to issue an electronic visitor’s visa, and
to validate periodically, electronically a visitor’s visa within
the country’s borders. A computer-encoded visa card is
created and issued to the visitor at the country’s overseas
consulate. Pertinent visa application information is embed-
ded in the issued card. Cryptographic technology is used
with the card to maintain privacy, as well as to reduce fraud
and other misuse. The card is used as the visitor’s official
identification document whilst in the country. During the
visitor’s stay, at specified intervals, the visitor registers with
self-service kiosks, which are placed at various locations
within the country. The kiosks are securely integrated with
the customs and immigration database.

20 Claims, 4 Drawing Sheets
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METHOD AND SYSTEM TO ISSUE AN
ELECTRONIC VISA OF A FOREIGN
VISITOR AT A COUNTRY’S FOREIGN
CONSULAR PREMISES

CROSS REFERENCE TO RELATED
APPLICATIONS

This is a continuation-in-part of U.S. application Ser. No.
10/771,008, filed on Feb. 4, 2004.

TECHNICAL FIELD

This invention relates to computer service kiosks and
computer encoded cards, specifically, this invention relates
to a country’s consulate’s or embassy’s service kiosk that is
used to question and gather information from a person who
is requesting a visa to enter and visit the said country. The
issued visa is encapsulated in a smartcard.

BACKGROUND OF THE INVENTION

Since the tragedy of Sep. 11, 2001 (9/11), the US has been
revising its methods and systems for issuing visas to foreign
visitors. Newspapers have reported that a number of the 9/11
hijackers entered the US on fraudulent visas (“Some 9/11
Hijackers Got Into the U.S. With Fraudulent Visas”, AP, Jan.
26, 2004). Furthermore, even prior to 9/11, theft and fraudu-
lent use of passports were common. The US has tackled this
problem in a number of ways, which are now briefly
discussed.

After 9/11, the US Congress imposed a deadline of Oct.
26, 2004 for 27 industrialized countries to issue computer-
coded passports for their citizens wishing to travel to the
United States. This requirement is problematic in that the
solution relies on other nations, rather than being under the
control of the US. This invention addresses this issue in
conjunction with the requirement of computer-coded travel
documents.

In January 2004, the US Department of Homeland Secu-
rity (DHS) implemented a new system at 115 airports and 14
seaports, which is designed to confirm the identity of arriv-
ing foreign visitors. The new system is called the US-VISIT
program, i.e. the United States Visitor and Immigrant Status
Indicator Technology. Further information on the US-VISIT
program can be found at www.dhs.gov/interweb/assetli-
brary/USVisitRegulation1-5-04.pdf

Today the primary focus of US-VISIT is on entry. By the
end of 2005, it is planned that entrance and exit procedures
will be phased in at all border entrances in the US. Currently
30 airports implement the exit portion of the program.

The US-VISIT uses scanning equipment to collect bio-
metric identifiers, specifically digital fingerprints and digital
photos of a person’s face.

Data collected from foreign visitors is securely stored as
part of a visitor’s travel record. Upon exiting the US, visitors
check out at kiosks by scanning their passport or visa and
repeating the fingerprint scan.

The stored information will be available to authorized
officials and law enforcement agencies and will help verity
compliance with visa and immigration policies. The infor-
mation, e.g. the scanned fingerprints, will be checked against
a database of known and suspected terrorists and other
undesirables.

Two other existing US visitor systems are currently in
place that use optical memory-based cards. The first system
is the US Permanent Resident Card system. The second
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system is the Border Crossing Card system implemented by
the Department of State. These systems do not use a
computer kiosk to issue and verify the optical cards, as the
present invention teaches.

A potential problem arises when a visitor overstays his
visa. An article titled “Criminal aliens at large a ‘crisis’”
(The Washington Times, Feb. 11, 2004) highlights the
problem and consequences of criminal visitors disappearing
in the US, after deportation orders were initiated. The
common global phenomenon of terrorist sleeper cells is
another consequence of this problem.

In the current system, this overstay will be caught if he
exits the country. It is possible that a warrant for visitor’s
arrest could be issued because the central database has
detected a visitor’s overstay. The problem is then locating
the individual. The majority of visitor visas are issued for a
period of six months. Within six months, it is possible for a
visitor to fraudulently change his identity. The invention
proposes to close many of these loop holes.

SUMMARY OF THE INVENTION

The invention integrates with a country’s foreign visitor
visa issuing system and process that is primarily the domain
of the country’s consular affairs. Visas are applied for and
issued in foreign countries at various consulates and at the
embassy of the issuing country.

The issuance of electronic visas includes:

The visa’s applicant using a computer kiosk at the coun-

try’s overseas consulate.

The computer kiosk gathers all pertinent data from the
applicant in the applicant’s language and translates the
responses into standardized English for US authorities.

Data gathered includes the applicant’s biometrics, such as
a digital passport-type photo, fingerprints and other
biometrics that may be required, e.g. a retina scan, etc.

The applicant’s pertinent entered data is verified and
checked against various Watch-lists, e.g. criminal and
terrorist undesirables.

Storing an original copy of the visitor’s immigration (or
non-immigration) information in a central, secure data-
base system—information, which is to be embedded in
the visitor’s issued computer encoded card (i.e. a visitor
visa card), provided a visa is granted.

Once the applicant’s data has been verified, an electronic
visa is issued at the consulate in the form of a visitor
visa card, in which pertinent immigration information
is embedded.

Use of cryptographic technology with the visitor visa card
is used to reduce fraud and other misuse.

The applicant is notified to collect her visitor visa card
visa at the consulate.

Prior to boarding an aircraft, ship, etc., the visitor’s visitor
visa card visa is scanned by pertinent authorities to
verify its integrity and association with the holder.

A self-service, automated kiosk/terminal, i.e. a Visitor-
Visa Automated Teller Machine (ATM)/Kiosk with
which the visitor interacts (i.e. checks in) at her issuing
consulate/embassy, Port-of-Entry, Port-of-Exit, etc.
The kiosk is also distributed at various locations within
the country.

Secure integration of an ATM terminal/computer kiosk
with the customs and immigration database.

The visitor’s check-in periodicity depends upon visitor’s
visa type and length of stay in the country.



